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Sarbanes-Oxley from the
Sarbanes/0Oxley Viewpoint

o those who argue that the

Sarbanes-Oxley Act has dri-
ven up the costs of raising capital
in US financial markets, thereby
threatening to undermine the
global supremacy of those mar-
kets, the authors of the law point
out that the main purpose of the
Act was—and is—to restore
confidence in those markets by
eliminating opportunities for
dishonest executives to compro-
mise the standards of conduct
that made those markets great in
the first place.

It is such standards, suggest for-
mer Senator Paul Sarbanes and for-
mer Representative Michael Oxley
that, when adhered to, ensure that
companies committed to honest
risk-taking are rewarded with
long-term success.

Similarly, say the authors,
“integrity and transparency of
our capital markets is an exceed-
ingly significant economic asset
for companies going public. We
must continue to restore the
high business standards of the
past because in the end, it is
those standards that will guaran-
tee the long-term competitive-

ness of US capital markets.”
White-Collar Crime Fighter source:
Senator Paul Sarbanes and Rep-
resentative Michael Oxley, speaking at the
18th Annual Association of Certified Fraud
Examiners Fraud Conference, July 17,2007.
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a Manhattan-based maker of

household products, such as table-
ware, cookware and flatware, manufac-
tured all of its goods in a New Jersey
plant for over 100 years. A year ago man-
agement decided that, to remain compet-
itive, the company would move its manu-
facturing operations to Tijuana, Mexico.

The newTijuana plant is a wholly-owned
subsidiary of NYC. Key characteristics:

°A small back-office staff handles all
local accounting. The plant’s financial
results are consolidated using a monthly
spreadsheet-based reporting application.

*NYC is listed on the NYSE. It reported
revenues of $110 million in its last fiscal
year, and net income of $8 million. It has
been in full compliance with Sarbanes-
Oxley since the initial deadline and has
received unqualified audit opinions from
its external auditors every year since.

*The new Tijuana facility also func-
tions as a distribution center for the West
Coast of the United States, and has been
expanding into Latin America through a
growing network of distributors. The
new facility’s sales growth has been solid
in its first year and the financial markets
have regarded this favorably.

Key event:

Two weeks before the latest external
audit was to be completed, NYC’s gener-
al counsel received an anonymous com-
plaint on the company’s whistleblower
hotline. The caller stated that in recent
weeks a “large distributor” in Mexico
City returned a large quantity of goods
to the Tijuana subsidiary because they
“didn’t sell.” The distributor was permit-

Case study: New York Corp (NYO),

ted to do this under an agreement made
with NYC’s country manager in Tijuana.
Problem: The returns strained the

capacity of the company’s Tijuana ware-
house, so local management found anoth-
er distributor who was willing to “hold”
the merchandise for a “fee” of $25,000.

The whistleblower stated that, when
asking about the $25,000 fee, she was
told by local management that it was a
“good deal,” because the waiver on the
environmental permit for the new facto-
ry had cost twice as much.

The GC has informed the Board of these
events and has directed the Board to retain
independent counsel to investigate.

POTENTIAL FRAUD FACTORS

The events reported by the whistle-
blower imply potential legal trouble in a
number of ways...

*Potential violation of the Foreign
Corrupt Practices Act (FCPA) by pay-
ment of the $25,000 “fee”.

*Possible illegal channel stuffing by
paying a distributor to “hold” goods that
wouldn’t sell.

*Possible accounting fraud in the
Mexican back-office due to lax internal
controls.

*Potential collusion between NYC's
Mexican executives and local authorities.

TAKING THE RIGHT STEPS
NYC’s management had numerous
options for handling these events after
learning of them from the whistleblower.
Challenge: Accurately identifying
the details of illegal or potentially illegal
conduct in the Mexican operation—
without increasing the risk of adverse
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regulatory or legal repercussions.
What management should bave done. ..
Step one: Verify the authenticity of
the whistleblower’s complaint. Most
employees who use confidential hotlines
do so for legitimate reasons, but there is
always a certain amount of “junk” report-
ing—personal grievances or attempts at
revenge against a co-worker or boss, etc.
To ascertain the validity of the fraud
tip, start by documenting all immediately
available evidence about the alleged
fraud—such as product shipments, invoic-
ing paper trails, etc. Next, have a senior
internal auditor, member of the General

Computer Crime: The Looming Crisis

Antiforensics—an especially danger-
ous form of high-tech criminal
attack—while not new, should nonethe-
less be making computer crime investi-
gators and the organizations they work
for tremble with anxiety.

Reason: Antiforensics has been
best defined as a way for cyber-crimi-
nals to hack, sabotage, steal from and
otherwise dangerously compromise an
organization’s computer system—
without getting caught. It is a form of
attack that not only makes it difficult
to locate the perpetrators, but also
impossible to prove that they have
been discovered.

The threat: According to some of
the best brains in the field of high-tech
crime, the threat is rapidly reaching
crisis proportions. That’s because the
technology used in antiforensics to
commit high-tech crimes against cor-
porations, government agencies and
other institutions is no longer the
domain of the technology elite. It has
gradually become easier to obtain and
easier to use, thereby causing a signifi-
cant increase in the deployment of
antiforensic tools in the past year.

According to some analysts, while
some of the antiforensic tools are still
not being used by criminals, it’s only a
matter of time before they are.

Countermeasures: High-tech inves-
tigators must rethink their approach to
system security and forensic investiga-
tion. Some of the techniques for catch-
ing antiforensic attackers may be sur-

prisingly low-tech in nature.

White-Collar Crime Fighter source:

eScott Berinato, Senior Editor, CSOo

nline.com, sberinato@cxo.com.

*Bruce Schneier, founder and CTO of BT
Counterpane, a leading protector of networked
information and one of the foremost authorities on
effective mitigation of emerging high-tech threats.

He can be reached at schneier@schneier.com.

Counsel’s office and other experienced
investigative interviewer(s) question the
whistleblower as well as other employ-
ees who might have knowledge about
the alleged fraud.

If necessary, conduct surveillance or
other forms of monitoring of the
whistleblower’s activities.

Aim: To determine the sincerity
and integrity of the whistleblower...and
to learn as much about the alleged fraud
as possible at the earliest possible time.

Step two: Formulate a hypothesis
about the fraud. With the evidence gath-
ered so far, outline a general picture of
the type(s) of fraud that could have
occurred in the Mexican unit.

Important: With your initial gather-
ing of evidence, consider frauds that
may have occurred, but which the
whistleblower didn’t detect. List all
potential frauds, based on the limited
evidence you've collected so far.

Example: In the NYC Mexico case,
your hypothesis might point to the pay-
ment of an illegal bribe to a local busi-
ness to facilitate a channel-stuffing oper-
ation to enable management to “adjust”
the accounting records to impress head-
quarters management with the Mexican
subsidiary’s financial performance.

Step three: Analyze the local business
environment to determine the specific
types of fraud that could have occurred.
Examples:

*Bribery in violation of the FCPA.

*Collusion with local distributors.

*“Bill and hold” or “channel stuffing”
schemes involving the “second distributor.

* Accounting fraud to conceal the ille-
gal payment.

*Fraudulent financial reporting to
make the Mexican operation’s perfor-
mance appear healthier than it was.

Effective: Apply the elements of the
Fraud Triangle (Opportunity, Pressure
and Rationalization) to help in assessing
the environment that could have given
rise to the suspected fraud(s).

Example 1: With NYC in Mexico,
the element of Opportunity proved to
be key. Because the financial activities of
the Mexican subsidiary were overseen
by a small back-office accounting staff,
internal controls were almost certainly
lax, thereby creating ample opportunity
to falsify financial reporting.

In addition, Latin American business
“culture” is known to be conducive to
loose financial oversight and in the NYC
case, could have given rise to the
$25,000 bribe.

The same cultural characteristics may
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have helped local NYC management
decide to sidestep the laws against
collusion in order to execute the
channel stuffing scheme.

Example 2: The Fraud Triangle’s
component of Pressure may have led the
Mexican management team to feel the
need to impress the bosses in New York.

In addition, the financial markets’
favorable reaction to the Mexican sub-
sidiary’s early “success” may have
added pressure on the local Mexican
executives to continue generating
impressive financial results.

Example 3: Rationalization may
have come into play when the local
Mexican management team con-
vinced themselves that the $25,000
“fee” was not for their benefit, but was
instead for the “greater good” of NYC'’s
globalization strategy.

WHY SETTLE FOR JUST A PIECE OF THE PIE WHEN

FraudAware Picks up Where Ethics Training Leaves Off

The Government Says Compliance and Ethics Training Should be Designed
to “Prevent and Detect Criminal Conduct” DOES YOURS DO THAT?

Sarbanes-Oxley and the Federal Sentencing Guidelines and other laws and regulations have pushed

If necessary, conduct surveillance
or other forms of monitoring of
the whistleblower’s activities

Step four: Prepare and conduct a
thorough fraud investigation. With the
hypothetical fraud scenario in mind,
supported by your assessment of the
local business environment and the
Fraud Triangle-based analysis of what
could have occurred, structure your
investigation to gather evidence of all
suspected illegal activities.

Essential: Investigate every
potential illegal activity in your pre-
investigation assessment. This is
important because with a probe such
as this in a business environment that
your legal and audit teams are unfa-
miliar with, the Mexican facility may

YOU CAN HAVE IT ALL?

be guilty of frauds that even your ini-
tial hypothesis and environmental
analysis didn’t initially anticipate.

The last thing you want is to spend
substantial resources on an investiga-
tion that, once concluded, proves to
have been inadequate by revelations
of additional unexpected fraud. @

White-Collar Crime Fighter source:

Joseph B. Nelson, CPA, CFE, FCPA,
Director, Litigation Services Group, Marks,
Paneth & Shron LLP, Certified Public
Accountants and Consultants, New York,
www.markspaneth.com. Joe has earned a
reputation as an “internal control and anti-
fraud troubleshooter” with special expertise
in investigating and preventing corporate
fraud. His areas of specialty include complex
financial reporting and compliance, fraud
investigation and forensic accounting, com-
mercial damages, lost profits and intellectual
property damages. He can be reached at jnel-
son@markspaneth.com.

companies to adopt costly “Compliance & Ethics” training programs.
Question: Why were SOX and FSG put into effect in the first place?

Answer: To stop corporate FRAUD. So—Why do compliance & ethics programs teach employees

virtually NOTHING about Fraud?

We don’t know the answer. But we DO know that to prevent and detect fraud against your company,
your employees must be trained to recognize the telltale signs of countless types of Fraud and how to

report it.

The ONLY training program that does that is FraudAware...

STANDARD CODE OF

FraudAware CONDUCT & ETHICS
* Embezzlement IRAINING:

q q *Bribery
* Financial Statement |NRaE——-

Fraud
* Identity Theft
* T&E Fraud
o Phishing Attacks
* Social Engineering
* Computer Sabotage
¢ Industrial Espionage
e Theft of Data
¢ Payroll Fraud
* Kickbacks

* Accounting Fraud

FraudAware
1-800-440-2261
Email: info@fraudaware.com

«Insider Trading
«Conflict of Interest
«Sexual Harassment
«Discrimination
*Fair Dealing

* Vendor Fraud

* Document Forgery

* Your Anti-Fraud Policies
* New-Account Fraud

¢ Collusion/Conspiracy






