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Regulators Clamp Down on

Sareena

BACKGROUND

ETWEEN FEBRUARY 2005 AND MARcH 2007,

Las Vegas Sands Corp. received wire transfers
totaling $45 million, and cashier’s checks totaling
$13 million, on behalf of one gambler. The wire
transfers originated from several companies and in-
dividuals, and Las Vegas Sands Corp. did not iden-
tify the suspicious nature of these multiple transfers
linked to the gambler. As a result, the casino failed
to file the necessary suspicious activity reports
about these payments required by federal law.'

Following an investigation by the U.S. Depart-
ment of Justice, Las Vegas Sands Corp. reached a
non-prosecution agreement in 2013 that required it
to pay $47 million to the U.S. government and re-
view its anti-money laundering policies, which
should have caused it to file various reports with
the government. As a result of this settlement, Las
Vegas Sands Corp. now links bonuses to policy
compliance and will claw back bonuses when non-
compliance is discovered.?

This is just one of many examples corresponding
to a recent surge in government investigations of
companies’ and organizations’ money-laundering
monitoring and compliance programs. In particular,
U.S. regulators have more aggressively brought en-
forcement actions against casinos and banks for
their failure to comply with anti-money laundering
rules and regulations. The Financial Crimes
Enforcement Network (FinCEN) has made it an en-
forcement priority to ensure compliance with the
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Bank Secrecy Act (BSA) and the implementation
of an effective anti-money laundering (AML) pro-
gram among casinos. In addition, the U.S. Depart-
ment of Justice has put casinos on notice that they
must develop and implement effective AML pro-
grams. Noncompliance may result in civil penalties,
criminal penalties, or both. The enforcement efforts
reflect a desire to find hidden assets and accompa-
nying unpaid income taxes, as well as to impede ter-
rorist financing.

This heightened enforcement affects organiza-
tions and businesses licensed to operate as casinos
or card clubs having gross annual gaming revenues
(GAGR) greater than $1,000,000. Title 31 of the
BSA designates organizations or businesses meeting
these criteria as financial institutions that are subject
to the requirements of the BSA. This requires af-
fected casinos to have an effective AML program
in place that is risk-based and tailored to its own op-
erations. As such, there is no “one size fits all” pro-
gram that casinos can adopt.” Effective AML
programs are designed to prevent casinos from
being used to facilitate money laundering and terror-
ist financing. The AML program is developed based
on consideration of the risks presented by a casino’s
products and services, location, and customer base.
Different components of risk, based on different
games or customer bases, for example, should have
separate risk-based compliance programs that are in-
dividually monitored by a compliance officer.

An assessment of the risks facing a casino should
be based on relevant factors including the casino’s
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size, its location, dollar volume, types of games, and
type and/or nature of its customers, as well as effec-
tive internal controls. The AML program that is
developed in response to the risk assessment must
include, at a minimum:

e Internal controls, policies, and procedures
designed to ensure compliance with the BSA;

e Training of casino employees;

» An experienced compliance officer;

e Independent testing for compliance;

e Know Your Customer (KYC) procedures; and

e Procedures for identifying transactions or pat-
terns that may be suspicious.

FinCEN’s reporting requirements require that ca-
sinos file Customer Transaction Reports (CTRs)
and/or Suspicious Activity Reports (SARs). A
CTR must be filed by casinos to report each trans-
action in currency involving cash-in and cash-out
of greater than $10,000 on only one particular
gaming day.* Reportable cash-in transactions in-
clude: the purchase of chips, tokens, and plaques;
front money and safekeeping deposits; bets of cur-
rency; and the payment on any form of credit.
Less obvious are reportable transactions related to
the purchase of a casino’s check; exchange of cur-
rency for other currency (including foreign curren-
cy); and wire transfers from another casino on
behalf of a customer.”

Reportable cash-out transactions include: the re-
demption of chips, tokens, and plaques; front money
and safekeeping withdrawals; payments on bets (ex-
cluding slot and video lottery terminal jackpots);
and the advance on any form of credit. Less obvious
reportable cash-out transactions include: payments
on wire transfers from another casino to a customer;
the cashing of checks or other negotiable instru-
ments; exchange of currency for other currency (in-
cluding foreign currency); and reimbursements for a
customer’s travel and entertainment expenses by the
casino.’

In addition, multiple currency transactions are
treated as a single transaction if the casino has
knowledge that they were initiated by or on behalf
of one individual, and as long as either cash-in or
cash-out transactions total more than $10,000 in a
given day.” There are certain procedures that casi-
nos must perform to gain such knowledge. CTRs
must be filed electronically within 15 days follow-
ing the day the reportable transaction occurs.”
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SARs must be filed for any suspicious transactions
that may be relevant to the possible violation of any
law or regulation and which involve at least $5,000 in
funds or other assets.” The BSA provides guidance
on what constitutes a “suspicious transaction.” The
following excerpt is provided to demonstrate the ef-
forts required by a casino to determine how the funds
were acquired by the transferee before applying con-
siderable judgment to determine that the transfer
constitutes suspicious activity:

A transaction requires reporting under the terms
of this section if it is conducted or attempted by,
at, or through a casino, and involves or aggre-
gates at least $5,000 in funds or other assets,
and the casino knows, suspects, or has reason
to suspect that the transaction (or a pattern of
transactions of which the transaction is part):'®

(1) Involves funds derived from illegal activity
or is intended or conducted in order to hide or
disguise funds or assets derived from illegal
activity (including, without limitation, the
ownership, nature, source, location, or control
of such funds or assets) as part of a plan to vi-
olate or evade any Federal law or regulation or
to evade any transaction reporting requirement
under Federal law or regulation or to avoid any
transaction reporting requirement under Fed-
eral law or regulation;

(i1) Is designed, whether through structuring
or other means, to evade any requirements of
this chapter or of any other regulations pro-
mulgated under the Bank Secrecy Act;

(iii) Has no business or apparent lawful pur-
pose or is not the sort in which the particular
customer would normally be expected to en-
gage, and the casino knows of no reasonable
explanation for the transaction after examining
the available facts, including the background
and possible purpose of the transaction; or
(iv) Involves use of the casino to facilitate
criminal activity.

“See 31 C.FR. § 1021.311.

See 31 C.FR. § 1021.311(a).
5See 31 C.ER. § 1021.311(b).
"See 31 C.ER. § 1021.313.

8See 31 C.ER. § 1010.306(a)(1).
°See 31 C.ER. § 1010.306(a)(2).
19Gee 31 C.ER. § 1021.320(2).
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Suspicious transactions are reported by complet-
ing a Suspicious Activity Report by Casinos
(SARC). All supporting materials collected during
the assessment and used in the determination must
be maintained by the casino whether or not a trans-
action is (or a series of transactions are) determined
to be reportable suspicious transactions.'' The ca-
sino is required to make all supporting documenta-
tion available to any Federal, state, or local law
enforcement agency, or to any Federal or state reg-
ulatory authority that examines the casino for com-
pliance with the Bank Secrecy Act.'?

IDENTIFYING SUSPICIOUS
TRANSACTIONS

FinCEN Director Jennifer Shasky Calvery re-
cently described what steps FinCEN expects casinos
to take in making suspicious activity determinations
and explained what FinCEN and the Internal Reve-
nue Service (IRS) will be looking for when conduct-
ing BSA casino audits.'> She stressed compliance
with mandatory information sharing and with
AML requirements that casinos know the source
of their customer’s gambling funds.

KNOWING YOUR CUSTOMER

AML requires casinos to be aware of a custom-
er’s source of funds. KYC procedures dictate that
casinos probe their customers for more information
to help identify high-risk transactions. This designa-
tion can be based on the source of the transfer, such
as an international wire transfer from a high-risk ju-
risdiction or from a politically exposed person
(PEP), or on the type of transfer, such as a large
cash deposit. Director Shasky Calvery emphasizes
that “a casino’s capability for knowing its custom-
ers’ preferences and credit information combined
with [its] security technology, can and should be
leveraged to piece together relevant information to
understand [its] customers’ source of funds.” The
failure to do so puts the casino at risk.

Recordkeeping requirements state that when a
deposit or account is in the name of one or more per-
sons, the casino must obtain the name, permanent
address, and social security number of each person
having a financial interest in the deposit or account.
The identity of each person must also be verified at
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the time the deposit is made or the account is
opened. If a person is a nonresident alien, the casino
must obtain the person’s passport number or a de-
scription of another government document used to
verify identity.

Payout slips and currency are held in a safekeep-
ing account with instructions that the deposit cannot
be released to a customer until valid identification is
provided."*

IMPORTANCE OF RISK-BASED
AML COMPLIANCE

The starting point in virtually all BSA audits is
the casino’s written AML risk assessment. Casinos
need to make sure that their assessment is current;
otherwise, they will be instructed to prepare one.
Additionally, if a casino doesn’t have one, or if
the IRS decides that its risk assessment is obsolete
or incomplete, the IRS will develop its own risk as-
sessment and use it as the starting point for that ca-
sino’s audit.

Because AML is risk-based, there is no one pro-
gram that can fit all casinos’ needs. FinCEN cannot
guide casinos as to what to do or issue a definitive
“yes-or-no/check-the-box” form because every ca-
sino—and therefore its money laundering risk—is
different. A casino’s program must depend on the
risks it faces, which in turn are based on the types
of financial services it offers, the profile of its cus-
tomers, the community in which it is located, and
the internal controls it currently has in place. It is
the variety, frequency, and volume of transactions
that take place at a casino that makes this sector vul-
nerable to money laundering. Casinos are a cash in-
tensive business, which is why it is extremely
crucial to be aware of accepting monies if the iden-
tity of the customer is unknown.

Casinos need to cultivate a “culture of compli-
ance.” While this should not be difficult for tribal
governments, there is sometimes a lack of connec-
tion between the compliance mandates of tribal
gaming commissions and the financial incentives

''See 31 C.ER. § 1021.320.

"2See 31 C.ER. § 1021.320.

138ee Director Jennifer Shasky Calvery, Remarks at the 2014
Bank Secrecy Act Conference (June 12, 2014), <http://
www.fincen.gov/news_room/speech/pdf/20140612.pdf > .

'“See 31 C.ER. § 1021.410.
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of tribal casino managers. Casino management, not
just tribal gaming commissioners, must set the right
“tone at the top” on compliance matters.

INFORMATION SHARING MANDATES
AND OPPORTUNITIES

Information sharing allows the exchange of in-
formation relating to money laundering and terrorist
financing under a safe harbor that prevents the party
giving information from being sued in court. The
two types of information sharing are mandatory
sharing under section 314(a) and voluntary sharing
under section 314(b) of the USA PATRIOT Act.

Mandatory information sharing requires recipi-
ents to promptly respond to written FinCEN inqui-
ries about accounts maintained by or transactions
conducted with certain individuals or entities
named in the inquiry. In the past, FinCEN has not
issued 314(a) requests to casinos, but has issued
more than 43,000 requests to banks and other enti-
ties. Noting in her speech that 95% of these requests
have contributed to arrests or indictments, Director
Shasky Calvery stressed that FinCEN will start
sending 314(a) requests to casinos in the future.

Since mandatory information sharing is required
by existing regulations, casinos should already have
procedures in place for responding to these re-
quests.'> However, many casinos do not because
FinCEN has not issued 314(a) requests to casinos
in the past. This, however, is likely to change, and
casinos will need to prepare written procedures
designed to receive—and properly respond to—
314(a) requests from FinCEN.

Voluntary information sharing in section 314(b)
allows casinos to share information (including spe-
cific customer information) with other casinos, as
well as with banks and other financial institutions,
for the purpose of identifying and reporting activi-
ties that the casino suspects may involve possible
money laundering or terrorist information.

Casinos must consider registering for voluntary
information sharing as one means of using all avail-
able information to determine the occurrence of any
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transactions or patterns of transactions required to
be reported as suspicious.

They also need an ongoing monitoring process in
order to assess activity for all customers, which pro-
cess must place emphasis on the customers and ac-
tivity with the highest risk. The ongoing monitoring
process should be used to identify suspicious activ-
ity that may ultimately result in the filing of a
SARC. Casinos that already have an AML transac-
tion monitoring system should consider having an
independent consultant test their system in order
to determine the adequacy of the monitoring system
and evaluate whether changes need to be made to
the system and/or policies. For this reason, it is ex-
tremely important that institutions have a program
in place to continually review the performance of
their transaction monitoring system and make en-
hancements to address any deficiencies.

It is also important that once AML activity has
been flagged, AML analysts at the casino conduct
adequate due diligence needed to assess whether a
SARC needs to be filed or a client profile needs to
be updated. Often, casinos run the risk of allocating
insufficient resources to reviewing cases of suspi-
cious activity, resulting in being deemed as having in-
adequate AML monitoring systems, which makes
them subject to hefty fines.

CONCLUSION

An independent review of an AML transaction
monitoring system may help determine whether
the system is effective in comparing the customer’s
account/transaction history to the customer’s spe-
cific profile information and a relevant peer group.
Such a review may also compare the customer’s
transaction history against established money laun-
dering scenarios to help identify potentially suspi-
cious transactions.

Having a monitoring system in place supple-
mented by employee training, compliance over-
sight, internal controls, and independent testing
should form the components of a complete AML
compliance program.

15See 31 C.ER. § 1010.520.



